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BUT LOCATION DATA IS SENSITIVE...




AHA, THEN HIDE IN THE CROWD!




EVEN AGGREGATE LOCATION IS SENSITIVE...




THIS TALK

—HOW MUCH INFORMATION ABOUT USERS IS IN THE AGGREGATES?
+ MOBILITY PROFILES AND LOCALIZATION

What Does The Crowd Say About You? Evaluating Aggregation-based Location Privacy.
Apostolos Pyrgelis, Carmela Troncoso, and Emiliano De Cristofaro. PoPETS 2017

—CAN WE FIND WHETHER A USER IS IN THE AGGREGATES?
+ MIEEMBERSHIP

Knock Knock, Who's There? Membership Inference on Aggregate Location Data.
Apostolos Pyrgelis, Carmela Troncoso, and Emiliano De Cristofaro. NOSS 2018.
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ADVERSARY'S INFERENCE STRATEGY

BAYESIAN UPDATE
pOSTERlOR PROBABILITY OF A USER BEING IN A LOCATION AT A CERTAIN TIME, GIVEN THE PRIOR AND THE
AGGREGATES

MAX-RO1L

GREEDY STRATEGY THAT ASSIGNS THE MOST PROBABLE USERS TO EACH LOCATION, UNTIL THE
AGGREGATES ARE CONSUMED

MAX-USER

GREEDY STRATEGY THAT ASSIGNS EACH USER TO HER MOST LIKELY LOCATIONS, UNTIL THE AGGREGATES
ARE CONSUMED
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INFERENCE PERIOD: LAaST WEEK
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ACTIVE FOR 340+94 out oF THE BOY4 TIMESLOTS
REPORT 3,663+1,116 ROIs IN TOTAL
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RESULTS — REGULAR PATTERNS (PRIOR: FREQUENT ROISs PER DAY)
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THE ATTACK WORKS... WHAT ABOUT DEFENSES?
T

— INPUT PERTURBATION

PRrivacy GAIN

[ (3] [A

alofl RANDOMIZED RESPONSE (SPOTME) Adwv Err AdvErrp
nfuflefs '

4 B REPORT TRUTH WITH PROB (1—P) PG = P.A .

2 A BB 1-AdvErrp a

i COMPUTE AGGREGATION ON PERTURBED INPUTS

Urniuiry Loss

MRE(Y,Y’) = (1/n) 3", %

< 4

OEIOE-O - 0OIO0]

= OUTPUT PERTURBATION
:Q SiMPLE COUNTER MEcHANISM (SCM) FOURIER PERTURBATION ALGORITHM (FPA)
Z EVENT—LEVEL PRIVACY NOISE IN THE COMPRESSED DOMAIN (DFT)
2 CONFIGURABLE FOR €—DP Repbuces Noise (MORE UTILITY)
AGGREGATES b
L1
(A) 7



RESULTS — INPUT PERTURBATION
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REsSULTS — OUTPUT PERTURBATION
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TAKE AwAys

LOCATION AGGREGATES ENABLE AN ADVERSARY WITH
SOME PRIOR KNOWLEDGE TO PROFILE AND LOCALIZE USERS

DP MECHANISMS IMPROVE PRIVACY BUT HURT THE UTILITY
OF THE TIME—SERIES
(ouTsIDE OF DP ADVERSARIAL MODEL)






CAN WE INFER IF

PROFILING / LOCALIZATION ATTACKS

AGGREGATES MIGHT REFLECT SENSITIVE LOCATIONS / TIME

AGGREGATES MIGHT RELATE TO A GROUP OF USERS THAT
SHARE A SENSITIVE CHARACTERISTIC

MEMBERSHIP ATTACKS

REGULATORS CAN VERIFY POSSIBLE MISUSE OF THE DATA




MODELING MEMBERSHIP ATTACKS

GAME—BASED: ADVERSARY AIMS AT DISTINGUISHING LOCATION AGGREGATES THAT
INCLUDE DATA OF A TARGET USER FROM THOSE THAT DO NOT

Game Parameters: (U, m,7T7)
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Output v’ € {0, 1}



MODELING MEMBERSHIP ATTACKS

GAME—BASED: ADVERSARY AIMS AT DISTINGUISHING LOCATION AGGREGATES THAT
INCLUDE DATA OF A TARGET USER FROM THOSE THAT DO NOT
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b «— d(u*, Ay, ,m, 11, P)

DiISTINGUISHING FUNCTION R p—

MEMBERSHIP INFERENCE CAN BE MODELED AS A BINARY CLASSIFICATION TASK
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PRIOR KNOWLEDGE — SUBSET OF LOCATIONS DURING T;
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TWO CASES
STATIC CONTINUOUS RELEASE:
TEST ON SAME GROUPS

DYNAMIC CONTINUOUS RELEASE:
TEST ON DIFFERENT GROUPS



EXPERIMENTAL SETUP
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REsuULTS — SueseT OF LocaTioNs (TFL)
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RESULTS — SAME PAST GROUPS
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RESULTS — DIFFERENT PAST GROUPS
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WHAT ABOUT DEFENSES? DP IS MEMBERSHIP—ORIENTED!!

LAPLACIAN

GAUSSIAN WORST—CASE ADVERSARY
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REsULTS — DIFFERENTIAL PRIVATE AGGREGATES
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REeEsuLTs — DIFFERENTIAL PRIVATE AGGREGATES
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REeEsuLTs — DIFFERENTIAL PRIVATE AGGREGATES
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TAKE AwAys

MEMBERSHIP ATTACKS ON AGGREGATE STATISTICS ARE PRETTY EFFECTIVE

DP MECHANISMS ARE OVERALL SUCCESSFUL AT PREVENTING
MEMBERSHIP INFERENCE AT THE COST OF UTILITY

A STRATEGIC ADVERSARY THAT MIMICS THE BEHAVIOR OF THE DEFENDER
CAN REDUCE THE PRIVACY GAIN

DP MECHANISMS SPECIFIC FOR TIME—SERIES SETTINGS WORK BETTER



CONCLUSIONS

AGGREGATION IS A WEAK PRIVACY—PRESERVING MECHANISM
MEMBERSHIP ATTACKS ARE FEASIBLE
LEAK INFORMATION ABOUT USERS

DIFFERENTIAL PRIVACY OFFERS GOOD PROTECTION
ONLY WHEN IT UTILITY IS HEAVILY AFFECTED
NEED FOR NOVEL DEFENSE MECHANISMS FOR PRIVACY—PRESERVING

MOBILITY ANALYTICS

OUR METHODS CAN BE USED TO EVALUATE DEFENSE MECHANISMS!
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