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2A collaborative (continued) sprint
March 2020 - Start

May 2020 – Final version DP3T

April 2020 – GAEN is announced

June 2020 – Pilot SwissCovid
(& other EU apps)

July 2020 – SwissCovid launch

August/September 2020 – Towards 
international interoperability

September/November 2020 – Presence 
tracing
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 Manual tracing overwhelmed

 The need
• A complement to notify users that 

have been exposed to COVID19 and 
they are at risk of infection

• In a timely, efficient, and scalable 
manner

Technology to help with 
pandemic contention
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 Protect from misuse (surveillance, 
manipulation, etc) 

• Purpose limitation by default
• hide users identity, location, and behavior 

(social graph)

 Preserve system integrity 
• Prevent false alarms & Denial of Service

The constraints:
Security and Privacy
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Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design.Computers, Privacy & Data Protection. 2011



 High scalability and reliability

 Design under time pressure! 
• Need fast, robust verification
 KISS principle: Keep It Simple Stupid
 Avoid new technologies or non-mainstream

• Use existing infrastructure

 Dependencies, dependencies, dependencies

The “hidden” constraint
Reality
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Blagovesta Kostova, Seda Gürses, Carmela Troncoso. Privacy Engineering Meets Software Engineering. On the Challenges of Engineering Privacy By Design



 Bluetooth Low Energy
• Limited payload

 Battery and CPU usage
• Limited round trips
• Google and Apple must be involved

 Run in the background 
• Apple must be involved

 Compatibility Android - iOS 
• Google and Apple must be involved

Use existing infrastructure
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Blagovesta Kostova, Seda Gürses, Carmela Troncoso. Privacy Engineering Meets Software Engineering. On the Challenges of Engineering Privacy By Design



Not what we typically do… 9

 Design under time pressure

 Design under platform constraints

 Scale to billion of users

 Quasi real time

CONTACT TRACING APP DECENTRALIZED SEARCH ENGINE

 Loose time constraints

 Blank slate for design

 Hundred to thousand users

 Journalists are patient 
Kasra Edalatnejad, Wouter Lueks, Julien Pierre Martin, Soline Ledésert, Anne L'Hôte, Bruno Thomas, Laurent Girod, Carmela Troncoso. DatashareNetwork: A Decentralized Privacy-Preserving Search 
Engine for Investigative Journalists. Usenix Security 2020
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10A simple design gets the goal
Only information that ever 
leaves the phone are the 
random numbers (no identity, 
no location, no information 
about others) broadcasted
during the contagious period

No information available for 
abuse

System sunsets-by-design
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Interdisciplinary team 
(30+ researchers, 10 countries) 
Privacy, Systems, Cryptography, 
Wireless security, SW Security, 
Requirements engineering, 
Epidemiologists, Ethicists, Law
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12Simple…? the protocol is
a small piece in the puzzle

App

Health 
system

Law

Societal 
impact

Epidemi
ology

Mobile 
OS



These numbers…
 Are not related to A’s identity
 Are not related to the locations 

A visited
 Are not related to other people 

A has interacted with or has 
seen

Integration with the health 
authority
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When a user is diagnosed 
positive, if they consent, 
they upload their keys 
(their numbers)

A

ACA

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...



 Authentication mechanism
• Only true positives can upload

• Security and simplicity tradeoff (and privacy)
 Simple (activated) codes
 Signatures
 Commitment schemes

• … health systems are not digitalized everywhere

Integration with the health 
authority
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Secure Upload Authorisation for Digital proximity tracing. DP-3T project. https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Upload%20Authorisation%20Analysis%20and%20Guidelines.pdf

https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Upload%20Authorisation%20Analysis%20and%20Guidelines.pdf


Integration with the health 
authority
Does it matter for privacy? C
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A

ACA

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...

https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf
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Uploading keys => the user 
is COVID+

A

ACA

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...

https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf

DP3T design paper
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A

ACA

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...

https://https://github.com/DP-3T/documents/blob/master/DP3T%20-%20Best%20Practices%20for%20Operation%20Security%20in%20Proximity%20Tracing.pdf

Dummy traffic in reality

Constraints and unknown
Battery consumption
Bandwidth consumption
Real behavior???

Indistinguishability is a dream

Plausible deniability: 
Real uploads must happen
There is no anonymity possible
Constant size & time operations!



The authentication step has to 
also be included to achieve 
privacy.

Must also coincide in timing and 
volume

Connecting to the Health system
Reality has authentication
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A

(jwt)Sig

ACA

Iu&^#&980

kbdf4933&

Jhbd**@65

...

Key server CovidCode
server

ACA

(jwt)Sig

ACA

ACA



 Rock & hard place
• Delay all keys one day 
• Have a second upload

 to be mimicked by dummies

 Processes in the phone can’t 
wake up often, and they have little 
processing time…

• Sometimes they do not wake up
• Anecdote: retrieving configuration 

when the user opens the app… 
Another leak! (and another action 
to mimic)

Connecting to the Health system
Reality gets worse
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Dependence on Google/Apple
ExposureNotification < v1.5… 
has a “security” feature. 

Keys are only returned after 
they expire

ACA

Iu&^#&

980
kbdf49

33&
Jhbd**

@65

...

Key server CovidCode
server

ACA

(jwt)Sig

ACA

ACA

(jwt)Sig

(jwt-next)Sig

Iu&^#&9

80 (jwt-next)Sig



 DoS prevention, load balancing
 Ensure that 

• CovidCode server logs do not 
match Key Server logs

• Cloud logs do not match Key
server logs

 Key server logs little and very 
coarse

Connecting to the Health system
Reality gets even worse
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Servers live in an infrastructure 
with other security mechanisms
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21Status in Switzerland

 1.88 Million active users (~22% population)

 15000+ users in October uploaded their keys (15% of PCR in Switzerland)

 Confirmed in the field
• 285 positive cases report app in reason for testing field

• Speed: ~half a day faster notification

• Zurich cohort: 1 code, 22 infoline calls, 5 quarantine, 1 positive per 10 cases tested for app

 20345 keys entered and 18091 infoline calls since July

https://www.experimental.bfs.admin.ch/expstat/en/home/innovative-methods/swisscovid-app-monitoring.html
https://github.com/digitalepidemiologylab/swisscovid_efficacy/blob/master/SwissCovid_efficacy_MS.pdf



First privacy-by-design product developed at large scale

Key lessons
• Data is not a must!
• Privacy engineering in an agile/service world is exhausting
• Integration in Health System is key (and hard)
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Summary
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Where to go from here
Digital contact tracing solved?

 Google/Apple dependency
• Can it be eliminated?
• Device-based contact tracing is a possibility?

 At least reduce trust?
• Can we verify the randomness of the keys?
• Can we verify their libraries without seeing them?

 Can we eliminate beacon-authentication related attacks?
• Without Google and Apple’s collaboration?
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The pandemic is still here
More technologies to the rescue
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The pandemic is still here
More technologies to the rescue

Implementations appearing
 Databases of positive and negative people
 Unique identifiers (phone / name / address)
 Register of (any) events
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The pandemic is still here
More technologies to the rescue

https://notify-me.ch/en

Our proposal
 Privacy for users (from locations, databases)
 Privacy for SARS-CoV-2-positive location
 Abuse prevention by design

https://notify-me.ch/en
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The pandemic is still here
More technologies to the rescue

Implementations ???
 Danger of…
 central database
 global tracking of users
 discrimination 
 function creep
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The pandemic is still here
More technologies to the rescue
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The pandemic is still here
More technologies to the rescue

Cannot limit the 
purpose by design
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